Exam Objectives that do NOT Exist in Security+ SY0-401 but ARE in SY0-501

Click here for the practice tests and exam simulations

OBJ/Sub-OB) NEW in 501
4.0 Identity and Access Management

4.2 Given a scenario, install and configure identity and access services.
LDAP
Kerberos
TACACS+
CHAP
PAP
MSCHAP NEW
RADIUS
SAML
OpenlD Connect NEW
OAUTH NEW
Shibboleth NEW
Secure token NEW

4.3 Given a scenario, implement identity and access management controls.
Access control models

0 ABAC NEW
Physical access control

o Proximity cards NEW
Biometric factors

o False acceptance rate NEW

o False rejection rate NEW

o Crossover error rate NEW

4.4 Given a scenario, differentiate common account management practices.
General Concepts
o Standard naming convention NEW
o Location-based policies NEW
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